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1. Introduction

New technologies have revolutionised the way we communicate, learn, and access information, with
significant implications for all schools. The use of increasingly powerful computers, the Internet, mobile
devices, social media, and Al-driven platforms, alongside digital recorders of sound and images, has created
vast opportunities for collaboration, creativity, and learning. At COLPAI, we recognise that learning is a life-
long process and that e-learning is an integral part of it. Providing our pupils with the skills to make safe and
effective use of information and communication technologies is an essential part of our curriculum.

The school is committed to continuously developing its ICT infrastructure and embracing new technologies so
that all pupils, staff, parents, and the wider community can benefit from productive, cooperative, and efficient
communication and information sharing. However, as with all aspects of life, children are vulnerable and may
unknowingly expose themselves to danger when using the Internet and digital technologies. Some young
people may also find themselves involved in activities that are inappropriate, unsafe, or even illegal.

E-safety seeks to address the challenges posed by these technologies and promote an awareness of both the
opportunities and the risks. This policy clearly sets out our expectations of pupils, staff, parents, and members
of the wider community to ensure safe, positive, and responsible use of digital tools at all times.

2. Physical Safety

All electrical equipment in the school is tested annually to ensure that it is safe to use. Pupils are taught about
the dangers of electricity as part of the science and PSHE curriculum, and we expect pupils to behave
appropriately around electrical sockets and appliances.

Projectors and other light sources can expose the eyes to potentially harmful levels of light. Pupils are taught
never to look directly at strong light sources such as the sun, lasers, or data projectors, and we expect all users
to avoid looking directly into the light beam when using interactive whiteboards.

Workstations are cleaned and sanitised regularly, and pupils are taught to avoid taking food or drinks near
computers. We expect all users to refrain from eating or drinking when working at a computer. Pupils are
taught about correct posture and the importance of taking regular breaks when using devices, as sitting for
long periods can be unhealthy. We expect all users to take responsibility for their physical wellbeing by
following good practices when working with ICT.

Computers and other ICT equipment can be easily damaged. Pupils are taught how to use equipment
correctly, and we expect all users to handle school property carefully and respectfully.

3. Network Safety

All users must log onto the network using their allocated credentials. Foundation Stage and Key Stage 1 pupils
log on using a username only, while other users log on using an abbreviation of their class name and a secure
password. Pupils are taught that they should only ever use their assigned login details, and we expect all users
to log on with their own username only.

Each user is provided with a personal folder for the storage of their work. Pupils are taught how to save their
work correctly into their “My Documents — Student Folders” area, and we expect them to build an organised
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portfolio of evidence. Although technical access to other users’ folders may be possible, pupils are taught that
they must not open, edit, or delete another user’s work without permission. We expect pupils to respect the
privacy of others at all times.

The network also includes “shared resource” areas where work can be stored for group use. Pupils are taught
how to save their work to shared areas appropriately and are expected to respect the contributions of others
by never altering, deleting, or saving to shared folders without permission.

Each user has access to both black-and-white and colour printers. Pupils are taught to print responsibly and
only when necessary, always with permission, so as to save resources and reduce waste. We expect pupils to
print only when directed by staff.

The network software prevents changes to computer settings, and pupils are taught that altering these could
cause equipment to stop working properly. We expect all users not to attempt to change settings. Only
network administrators are authorised to install software on school devices. Pupils are taught that
downloading or installing programmes without permission may affect the proper functioning of the network.
We expect all users not to attempt to load or download any programmes.

All network activity is monitored remotely by administrators. Pupils are taught that their use of the network is
monitored and logged, and we expect all users to understand that their activity is subject to supervision.

4. Internet Safety

All pupils must understand how to protect themselves online and know how to report any concerns. Pupils in
Key Stage 1 and Key Stage 2 participate in annual Online Safety workshops, where they are taught how to
safeguard personal information, recognise strangers, understand that cyberbullying is unacceptable, and
report anything that feels wrong to a trusted adult. We expect pupils to participate fully in these workshops
and to use what they learn to stay safe online.

Updated for 2025, pupils are now also taught about emerging risks linked to artificial intelligence (Al),
including chatbots, image generators, and deepfake technology. They are taught never to create or share
artificial images, videos, or deepfakes of others without consent. They are warned about “nudifying” apps and
other Al tools that manipulate images, and they are made aware that creating or sharing indecent imagery
involving children — including Al-generated content — is illegal and treated as child sexual abuse material
(CSAM). Pupils are also taught to be cautious when interacting with Al chatbots and to check with a trusted
adult before engaging with them.

All Internet access on school devices is filtered to prevent accidental or deliberate access to unsuitable
material. Network administrators may also manually block specific websites when required. However, pupils
are reminded that no system is 100% secure, and we expect all users to make responsible choices when
browsing online. Pupils are taught that while the Internet is a valuable learning resource, some websites may
contain unpleasant, offensive, unsafe, or harmful content, and we expect them not to attempt to access such
sites.

Pupils accessing the Internet at home remain under parental supervision, but any use of the Internet for
school-related purposes — by pupils, staff, or members of the school community — is still subject to this



policy and will be dealt with as if it occurred in school. We expect all members of our community to represent
COLPAI positively when using the Internet.

The school website contains policies, newsletters, and other information. We expect users to treat its content
respectfully and not attempt to reproduce, alter, or misuse it for malicious purposes. No part of the website

may be reproduced commercially without prior written permission from the school.

5. Social Networking

Social networking platforms are popular but can expose pupils to risks because users may hide their true
identities. All social networking sites are blocked on school devices. Pupils are taught that while these sites can
be entertaining, not all users are genuine and some may pose dangers. They are taught never to share
personal information, accept friend requests from people they do not know, or arrange to meet anyone they
have only spoken to online.

Updated for 2025, pupils are also taught about age restrictions on platforms and apps, the risks of
livestreaming, and the dangers of viral dares or challenges. They are reminded to speak to a trusted adult if
they encounter any inappropriate content or requests. We expect all staff and pupils not to attempt to access
social networking sites on school equipment.

6. Email Safety

Some classes have school-issued email addresses for sending messages and sharing homework or project
attachments with appropriate recipients. Pupils are taught that school emails must have a clear learning
purpose and be written in a polite and appropriate tone. We expect all users to communicate respectfully via
email.

Some pupils may have personal email accounts at home, but these accounts do not have the same safety
controls as school-issued ones. For this reason, the use of personal email accounts for schoolwork is not
permitted. Pupils are expected to use only their school email accounts when sending or receiving work or
communicating for school purposes.

7. Digital Images

Digital cameras and video equipment are used to record school activities, special events, and learning
experiences. Parents are asked to give permission for images of their children to be used for school purposes.
Where parental permission has been granted, images may be used on the school website, but a child’s full
name is never published alongside their image. The school will remove any image from its website upon
parental request.

Updated for 2025, pupils are taught that they must never create, share, or manipulate artificial images or
videos of others without permission. They are made aware that generating or sharing indecent images of
anyone under 18, even using Al, is illegal. Pupils are also taught that recording fights, bullying, or individuals in
distress is unacceptable and that they must seek permission before sharing images or videos outside the
school environment.



Parents and carers are reminded that they are not permitted to take photographs or videos of COLPAI pupils
at school events, as not all parents have given consent for their children to be photographed.

8. E-Bullying

The school takes bullying of any kind very seriously and has clear procedures for identifying and managing
incidents. E-bullying refers to the use of digital communication, such as emails, messaging apps, social media
posts, images, or videos, to threaten, exclude, offend, or humiliate others. Pupils are taught about bullying
through PSHE and Online Safety workshops delivered in partnership with the Child Exploitation and Online
Protection Centre (CEOP).

Updated for 2025, pupils are taught that bullying using Al tools, manipulated imagery, or harmful trends is
equally unacceptable. We expect everyone to treat others with courtesy and respect. Any incidents of e-
bullying will be dealt with according to the Whole School Behaviour Policy.

9. Mobile Phones

Pupils are not permitted to carry mobile phones during the school day. If a phone needs to be brought to
school, it must be handed to staff at the start of the day and collected at the end. Pupils are taught why this
rule exists and we expect everyone to follow it.

10. Other Technologies

New technologies continue to emerge, and pupils may be given opportunities to use tools such as podcasting,
video conferencing, and collaborative digital platforms. These are used under staff supervision and supported
by appropriate safeguarding measures to ensure pupils’ safety.

11. Copyright

Although some resources are freely available online, most images, videos, music, and other digital content are
protected by copyright. Pupils are taught to seek permission before using others’ work and to credit sources
where required. They are taught not to present someone else’s work as their own. Older pupils are also taught
about plagiarism and how to paraphrase and reference information correctly. We expect all users to respect
copyright laws and to make it clear what work is their own and what has been quoted from another source.

12. Data Protection Act

The school complies with the Data Protection Act 2018 and UK GDPR. Pupils are taught about privacy,
including the importance of keeping personal information secure and avoiding sharing addresses, locations, or
contact details online without adult consent. Parents and carers may request access to information held about
them or their child, and the school has the right to charge for providing this information.

13. Online Safety Rules for Pupils at COLPAI

1. Always ask permission before going online.
2. Only use websites, apps, and games approved by an adult.
3. Report anything that makes you feel uncomfortable to a trusted adult.



Close any web pages you are unsure about straight away.

Only email people that an adult has approved.

Be polite and respectful when writing emails.

Never share personal details or passwords with anyone.

Updated for 2025: Do not interact with Al chatbots or tools without checking with a trusted adult.
Never create, share, or manipulate deepfakes, altered images, or inappropriate videos.

10 Avoid taking part in dangerous dares, challenges, or livestreams.

11. Follow these rules to help keep yourself and others safe online at school and at home.

©w N U A

Glossary of terms

Email: Text based messages sent through the Internet.

Internet: A global network of computers which allow efficient communication from any point to any point.
Network: A group of computers linked together and often managed by a server.

Podcast: One of a series of sound files uploaded on to the Internet and download by subscribers.

Server: A computer that controls access to a network of computers and usually stores data for all users.

Webmail: Email service which is held on a secure website and can be accessed anywhere on the Internet.



